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Editorial: Protect yourself from 
ransomware 


Kokomo Tribune Editorial Board 

The disturbing reports have become ever more common: Computer systems 
across the globe have been subject to malicious ransomware attacks. These 
assaults essentially take your computer hostage and demand payment for 
the information to be released. It doesn’t end there, though. Even if the 
victim pays said ransom, there’s no guarantee the stolen files will be 
returned. The hacker may have no intention of honoring their end of the 
bargain. They may not even have the skills to recover your information even 


if they wanted to. 


But, if you stay ready, you don’t have to get ready. So, here are some 


general tips to help keep you safe from this growing threat: 


KEEP YOUR COMPUTER UPDATED: Your files won’t be safe if you don’t 
have the latest updates to your software and operating systems installed. 
Manufacturers offer these updates as new threats are identified to keep 


security current. 


MAKE A HABIT OF BACKING UP YOUR FILES EXTERNALLY: Saving 


your work is a good habit to cultivate in general. And, if you regularly back 


up your files, then having the copies on your hard drive taken captive won’t 


matter. 


DON’T CLICK LINKS, ATTACHMENTS OR EMAILS YOU DON’T 
RECOGNIZE: This is easier said than done. The links that unlock the chaos 
of a ransomware attack are often specifically designed to look legitimate to 


that specific victim. Use extra caution if you don’t recognize the sender. 


DON’T PAY THE RANSOM UNLESS YOU HAVE TO: This should go 
without saying, but you should never give these cyber criminals what they 
want if you can help it. Not just for the reasons we’ve already discussed, but 
also because it basically puts a target on your back for the future. If you’re 


labeled as an easy mark, expect more of the same. 


